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What is Critical Information Infrastructure?



Global Cybersecurity Index 2017

Top three ranked countries in the Word

Member State Score Global Rank

Singapore 0.925 1

United States of America 0.919 2

Malaysia 0.893 3

What Is Critical National Infrastructure? 

Source : Global Cybersecurity Index (GCI) 2017

www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI-2017.aspxITU
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http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI-2017.aspxITU


The Cyber Security Agency of Singapore (CSA) - Singapore -

“CIIs are computers or computer systems that are necessary for 

the continuous delivery of essential services that Singapore relies 

on, the loss or compromise of which will lead to a debilitating 

impact on national security, defence, foreign relations, economy, 

public health, public safety or public order of Singapore. 

Currently, essential services have been identified in 11 sectors, 

including utilities, banking and finance, media, info-

communications, healthcare and transportation.”

Singapore

Definition of Critical National Infrastructure:

sectors

What Is National Critical Information Infrastructure? 



“Critical infrastructure are the assets, systems, and networks, 

whether physical or virtual, so vital to the United States that their 

incapacitation or destruction would have a debilitating effect on 

security, national economic security, national public health or 

safety, or any combination thereof.”

Department of Homeland Security -USA-

The United States of America
sectors

Definition of Critical National Infrastructure:

What Is Critical National Infrastructure? 



“Critical National Information Infrastructure (CNII) is defined as those 
assets (real and virtual), systems and functions that are vital to the 
nations that their incapacity or destruction would have a devastating 
impact on:

• National economic strength; Confidence that the nation's key 
growth area can successfully compete in global market while 
maintaining favourable standards of living.

• National image; Projection of national image towards 
enhancing stature and sphere of influence.

• National defence and security; guarantee sovereignty and 
independence whilst maintaining internal security.

• Government capability to functions; maintain order to perform 
and deliver minimum essential public services.

• Public health and safety; delivering and managing optimal 
health care to the citizen.”

CyberSecurity Malaysia - Malaysia -

Malaysia 

Definition of Critical National Infrastructure:

sectors

What Is Critical National Infrastructure? 



CNI 
Sectors
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In General, we can identify 10 Critical 
National Infrastructure sectors :



Threats to Critical National Infrastructure

Source : https://emilms.fema.gov



What are the Threats? Who are the Adversaries? 



Mirai Botnet (未来)

September and October 2016

Threats to Critical National Infrastructure :Network Operators and ISPs



WannaCry ransomware

May 2017

Threats to Critical National Infrastructure: Health care institutions
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Threats to Critical National Infrastructure: Health care institutions



Bangladesh Central Bank

4 February 2016

Threats to Critical National Infrastructure : Financial Institutions 
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Threats to Critical National Infrastructure : Financial Institutions 
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Feb, 2019
April, 2018

Threats to Critical National Infrastructure : Financial Institutions 



San Francisco train system

November 2016
Istanbul Airports

July 2016

Threats to Critical National Infrastructure :Transport Companies
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Cyber attack led to Bristol Airport blank screens

September 2018

Threats to Critical National Infrastructure :Transport Companies
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380,000 Passengers 
Affected By 'Malicious' 
British Airways Hack

Air Canada's app has suffered a data 
breach resulting in the suspected loss 
of thousands of its customers' 
personal details.

August 2018September 2018

Threats to Critical National Infrastructure :Transport Companies
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Threats to Critical National Infrastructure: E-voting system



Kiev’s power grid

December 2016

Threats to Critical National Infrastructure: Power Generation Plants



Source : NSA

Interconnected Nature of Critical Infrastructure

Threats to Critical National Infrastructure

Cascade effect 



Cost of Cyberattack in 2017



The Need for Speed

• Attackers Act 150x Faster Than Victims Respond

Minutes vs. Weeks/ Months

Initial Attack to 
Initial Compromise

(Shorter Time Worse)

Initial Compromise 
to Discovery

(Longer Time Worse)

Seconds Minutes Hours Days Weeks Months

12% 2% 0% 1%

14% 25% 8% 8%

0% 0% 2%

Response is 
SLOW

Attackers are 
FAST

13% 29% 54%

Initial Compromise 
to Data Exfiltration

(Shorter Time Worse)

10% 75%

8% 38%

http://www.soltra.com/en/



21%

79%

YES No( LEGAL )

Source : Global Cybersecurity Index (GCI) 2017

www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI-2017.aspxITU

28%

72%

YES NO

Key findings of GCI 2017 on CIIP

Does the legislation or regulation impose the implementation of 

cybersecurity measures on the critical infrastructure operators?

Does the legislation or regulation impose cybersecurity 

audits on the critical infrastructure operators ?

Gap analysis

http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI-2017.aspxITU


31%

69%

YES No

19%

81%

YES No

Source : Global Cybersecurity Index (GCI) 2017

www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI-2017.aspxITU

( ORGANIZATIONAL )

Key findings of GCI 2017 on CIIP

Does national cybersecurity strategy include a national 

resilience plan ? 

In the national strategy for cybersecurity , Is there a section on the 

protection of critical information infrastructure?

Gap analysis

http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI-2017.aspxITU


47%

53%

YES

No

Do you have an responsible agency responsible for 

critical information infrastructure protection?

Source : Global Cybersecurity Index (GCI) 2017

www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI-2017.aspxITU

( ORGANIZATIONAL )

Key findings of GCI 2017 on CIIP

Gap analysis

▪ Governments are responsible for the country’s overall security, public 
safety, the effective functioning of the economy, and the continuity of 
government services in case of an emergency or crisis , Government 
has responsibility to lead

▪ Private Sector Most of the critical infrastructures are administered by 
the private sector operators

▪ The CIIP is the SHARED responsibility of both public and private 
organisations who develop, own, provide, manage and/or use this 
critical infrastructure. 

http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI-2017.aspxITU


▪ CIRT        Computer Incident Response Team

▪ CSIRT Computer Security Incident Response Team

▪ CERT Computer Emergency Response Team

▪ CIRC Computer Incident Response Capability

▪ IRC Incident Response Center or Incident Response Capability

▪ IRT Incident Response Team

▪ SERT Security Emergency Response Team

▪ SIRT Security Incident Response Team

CIRT  The Role of the national  CIRT in the CIIP



A national / governmental CERT typically handles incidents at a national level, identifies incidents that 
could affect critical infrastructures, warns critical stakeholders about computer security threats, and 
helps to build effective incident response across its constituency in both, public and private sectors. 

A National CSIRT coordinates incident management and facilitates an understanding of cyber security issues 
for the national community. A National CSIRT provides the specific technical competence to respond to cyber 
incidents that are of national interest.

A national CSIRT refers to an entity which has the sole mandate to provide national-level coordination of 
cybersecurity incidents. Its constituency generally include all government departments/agencies, law 
enforcement, private sector, academia, and civil society. It also generally is the authority to interact with 
the national CSIRTs of other countries, as well as with regional and international players.

What is a National CIRT? 

The Role of the national  CIRT in the CIIP



National 
Cybersecurity 
Strategies / 

Policies

Cyber Forensics 
Services

Governance / 
Legislations

Security 
Assurance

Cybersecurity 
Awareness, 
Training & 
Education

Cybersecurity 
Research

International 
Cooperation

Critical 
Information 

Infrastructure 
Protection

National CIRT as enabler 

CIRT  The Role of the national  CIRT in the CIIP



Analysis and 
Assessment

Remediation

Indications 
and Warnings

Mitigation

Incident 
Response

Recovery

CIRT  The Role of the national  CIRT in the CIIP

The Six Phases of Critical information 

Infrastructure Protection (CIIP)



▪ Facilitate the development of a national CIIP strategy (CIIP)

▪ Assisting owners & operators of CII to mitigate their information risk

▪ Establish a trusted communication channel between all the stakeholders

▪ Provide early warning

▪ Coordination of incidents response at the National level

▪ Help CII to develop their own incident management capabilities.

▪ Testing and measuring CIIP maturity over time and guiding strategy based on measurement

▪ Promote National Culture of Cybersecurity

Role of CIRT within the CIIP  

CIRT  The Role of the national  CIRT in the CIIP
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CIRT ➔

Better Detect, 
Investigate and 

Respond to 
Security 
Incidents

that target the 
CNII
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The Basic Services Offered by a CIRT

SERVICE AREA

Service

National CIRT

Cybersecurity Operations 
Center (CSOC)

Consulting and Technical 
Assistance Department

Awareness And 
Communication 

Department

INCIDENT MANAGEMENT

▪ Incident handling
▪ Incident analysis 
▪ Incident mitigation and 

recovery

ANALYSIS

▪ Artifact analysis

SITUAITON AWARENESS

▪ Development and 
curation of security 
Intelligence 

INFORMATION 
ASSURANCE

▪ Risk Management

OUREACH AND 
COMMUNICATION

▪ Security Awareness 
Raising

▪ Knowledge Sharing 
and Publications 
Dissemination
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Cybersecurity Operations Center (CSOC)



Cybersecurity Operations Center (CSOC)


