How to Build a CIRT based on open
Source Tools




The Basic Services Offered by a CSIRT/SOC
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Alerting and Reporting

Request Tracker for Incident Response (RTIR)

- - »|K 221
* https://www.bestpractical.com/rtir PRACTICAL™
* Purposely-built for CSIRT
» Developed in cooperation with many security teams to ensure it meets the needs of incident response.



https://www.bestpractical.com/rtir

Alerting and Reporting ( OTRS
7 Heall.Eer.w.r.ice.;s

Open Technology Real Services (OTRS)

 http://www.otrs.com/software
* The Flexible Open Source Service Management Software
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Alerting and Reporting

osTicket

» http://osticket.com
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Alerting and Reporting

@ csirT Q

CSIRT Portal

CSIRT-CY: Computer Security
Incident Response Team

REPORT AN INCIDENT

* Focal point where people will go and look for information on the [ & o [FE
CSIRT

* The portal will facilitate the distribution of information to the
constituents.

* It will display latest security news, vulnerability news, advisories,
etc.

@)
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Constituency Zone
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Active Monitoring

https://github.com/Snorby

Snorby - Dashboard
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Active Monitoring

—o Graylog Web Interface

< C 0O ® graylog.example.org:9000/dashboards/57a936c48b41fa0436d135f8

Search Streams Dashboards Sources System ~

O +Db g
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Lennart Koopmann ~

Snort

Snort overview

e Drag widgets to any position you like in unlock / edit mode.

All alert source locations

Danmark

Time

> O

a few seconds ago

@405 Kazare
+ United Lietuva . R
Kingdom X 8
Ireland "" bury PenapySh oy AN
N@m"d L Polska ;
London De@chland N RU-SA
YT Kuis
Cesko v
s By wiaslovensko Yxpaina, i ?unrorm
Ny R
Romania =
Hivatska ¢pouja, Bucurest
i Buarapy e
italts e )
el Barcelona Istanbul Asact
ana g zarbaycan
Ankara
Portugal Turkiye
EANGBa S
i Leaflet | © OpenStreetMap contributors
> ©
Failed SSH logins a few seconds ago Snort alerts a few seconds ago
g 150 9 «
¥ 100 &
] 3
g€ w0 g 2
= =
o o
18:00 21:00 Wed 10 03:00 06:00 09:00 12:00 15:00 18:00 21:00 Wed 10 03:00 06:00 09:00 12:00 15:00

Time

> O

Top attacks

Value

Top values
ICMP PING
ICMP PING BSDtype
ICMP PING *NIX

SCAN UPNP service discover atte
mpt

SNMP public access udp
Others
SNMP request udp

ICMP Destination Unreachable Co
mmunication with Destination Hos
tis Administratively Prohibited

21.95%
18.05%
18.05%

10.24%

4.39%

4.39%

3.90%

a few seconds ago

Count

45
37
37

21

Update in background

Top attacker IP addresses

Value

Top values
12.156.166.2
104.192.0.18
99.42.44.219
185.128.40.162
209.126.136.2

Others

204.42.253.130

184.105.139.67

130.185.109.8

51.255.82.25

54.15%
4.88%
2.93%
2.44%

2.44%

1.95%
1.95%
1.46%

1.46%

a few seconds

Count

m

10

w w s »

www.graylog.org



Public Internet

Console / Web service




Passive Monitoring
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Z ABBI X BRI
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Dashboard

Favourite maps L0 e

Local network
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Favourite graphs e A
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Graphs
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Zabbix server

Screens  Slide shows

Passive Monitoring

Reports  Configuration — Administration

Last 20 issues e A
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2016-01-11 m N .
22:36:06 39s e

Lack of free swap space on 2015-08-11 5m

Zabbix

Yes4

server 1 Zabbix server 1 23:29:28 3d

2 of 2issues are shown Updated: 22:37:45
System status e A
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hosts
Network
devices

Zabbix servers

Updated: 22:37:45

Host status e A
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values per second

Updated: 22:37:45
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Public Feeds

Malwares infections, C&C servers , malicious IPS

http://danger.rulez.sk/index.php/bruteforceblocker/
http://www.senderbase.org
http://www.malwaredomains.com
https://feodotracker.abuse.ch/
https://hosts-file.net/rss.asp
http://malcOde.com/rss/
http://www.malwaredomainlist.com/mdlcsv.php
http://www.malwaredomainlist.com/updatescsv.php
http://www.nothink.org/
https://otx.alienvault.com/
http://vxvault.net/ViriList.php
http://www.urlvir.com/

https://www.autoshun.org/
https://www.normshield.com/
http://data.netlab.360.com/mirai-c2/
http://data.netlab.360.com/feeds/dga/dga.txt
http://www.ipspamlist.com/public_feeds.csv

https://amtrckr.info/
https://www.circl.lu/doc/misp/feed-osint/
http://www.botvrij.eu/data/feed-osint/
https://feeds.inthreat.com/osint/misp/
https://zeustracker.abuse.ch/
https://ransomwaretracker.abuse.ch/feeds/csv/
https://rules.emergingthreats.net/blockrules/compromised-ips.txt
https://panwdbl.appspot.com/lists/mdl.txt
http://cybercrime-tracker.net/
https://www.badips.com/
https://lists.blocklist.de/lists/all.txt



* hitp://map.norsecorp.com/#/

» https://intel.malwaretech.com/pewpew.htm|



http://map.norsecorp.com/#/
https://intel.malwaretech.com/pewpew.html




Public Feeds

 Web defacement

Events ive ive Onhold  Notify

NOTIFIER DOMAIM [Jh

Special defacements only I:‘ Fulltezt/Wildcard Onhold (Unpublished) only D

Date ¢ ALL ~ | Apply filter

Total notifications: 8,707 of which 2,827 single ip and 5,880 mass defacements

Legend:

H - Homepage defacement

M - Mass defacement (click to view all defacements of this IF)

R - Redefacement (click to view all defacements of this site)

L - IP address location

¥ - Special defacement (special defacements are important websites)

Date Notifier HMRL 7% Domain
2016/01/12 BD BLACK HAT HM B  homeorigins.ph

2016/01/12 BloodSecurity ] ppur.puertoprincesa.ph/bloodse...
2016/01/12 ahn ES) v brainsparks.ph/zan.txt
2016/01/11 MuhmadEmad M b | v toyotacabanatuan.com.ph/kr...
2016/01/09 masterbandol HM ES leahtm.com.ph

2016/01/09 masterbandoil H r B pinnacle.ph

2016/01/08 jok3r S voeoen livegreen.ph/H.htm
2016/01/07 wd|3HEY 3 rR X nast.ph/w.htm

2016/01/07 MuhmadEmad | vaewe lyceumsubicbay.com.ph/kerd....
2016/01/07 ZoRRokKiN H ES) czar.ph

2016/01/06 n=farious H = help.happyplus.com.ph
2016/01/06 d3b~X H M = wwoe.wtech.com.ph

2016/01/05 Alfabetovirtusl B v bir.gov.phfa.htm

2016/01/04 jok=r R M wawowi.coa.gov.ph/H.htm

2016/01/04 Unknown Al M | biomasscon.uplb.edu.phf/ancncod...
2016/01/04 Unknown al M = deche.uplb.edu.ph/anoncoders.htm
201&/01/04 Unknown Al M M des.uplb.edu.ph/ancncedars.htm

os
Linuse
Win 2008
Linus
Unknown
Linux
Linus
Linux
Linu
Unknown
Linux
Linus
Linux
Linu
Win 2008
Linux
Linus

Linux

View

mirror
mirror
rhirror
mirror
mirror
mirrar
mirror
rhirror
mirror
mirror
mirrar
mirror
rhirror
mirror
mirror
rhirror

mirror


http://www.zone-h.org/archive/special=1

Public Feeds

 Phishing
* https://www.phishtank.com/asn search.php

# PhishTank > Search by ASN % \+

e:: www.phishtank.com/asn_search.phpfasn=98218valid=All&active=y&Search="5earch \ﬁﬂ‘o [ Q Search ﬁ' g 'y ﬁ‘ e

e that makes r Inter -, f: r, 2 ter = ed today

P 4
_ Register | Forgot Password
Phls hTank Out of the Net, into the Tank.

Home Add A phish Verify A Phish Stats FAQ Developers Mailing Lists My Account

Phish Archive  Search by Targeted Brand Search by ASN

Search by ASN : DOST-PH-AP Department of Science and Technology,PH (?) B Rss

ASN: [9821 (ASN Lookup) ~ Valid? | Al [+] online? | online  [+] [search|

] Phish URL Submitted valid? Online?
http:/fwww.pcaarrd.dost.gov.ph/home/momentum/libraries/vicfiles/Doc/Go...

3612666 added on Now 15th 2015 11:13 PM by cleanmx VALID PHISH ONLINE

Friends of PhishTank Terms of Use ' Privacy Contact
PhishTank is operated by OpenDNS. Learn more about PhishTank or OpenDNS.


https://www.phishtank.com/asn_search.php

Public Feeds

* Malware
* https://www.malwaredomainlist.com/mdl.php

MABWARE”DOMAINNEISI

Homepage | Forums | Recent Updates | RSS update feed | Contact us

WARNING: All domains on this website should be considered dangerous. If you do
not know what vou are doing here, it is recommended you leave right away. This
website is a resource for security professionals and enthusiasts.

Search: All + Results to return: 50 = Include inactive sites

Search

Page01...33

li2259-191.members.li compromised site oo abice Cantact

2016/03/09_09:35 marketing-material.ieiworld.com/ 173.255.219.191 node.cam. :Ee:ds to Angler B 6939 E
www.saintlouis-viry.frfinfos- compromised site
2016/03/09_09:35 pratiques/documents-a-telecharg 5.135.11.9 - leads to Angler  support@alcyonweb.fr 16276 [ 1
er.html EK
. . , : Locky B
2016/03/08_14:13 ozono.org.es/k7jehsgf 217.160.232.15 clienteservidor.es. raneomware 8560
.4 = Ministerepuissanceje Locky Registrar Abuse Contact
2016/03/08_14:13 sus.com/60575hgdgs £9.89.31.133 box333.bluehost.com. -2 abuse@dynadot.com 46606 B
.1~ lahmar.choukri.perso Locky -
2016/03/08_13:42 -neut-fr/78hgawg 86.65.123.70 70.123.65.86.rev.sfr.net. TS domains@sfr.com 15557 [ 0
2016/03/08_10:58 |hs-mhs.org/9ujBn76b5.exe 208.131.141.2 rageresearch.com. trojan fﬂ‘:’;:ﬁ;‘;ﬁ“ gem@ge 29854 B
2016/03/08_10:58 reclamus.com/9ujgn7ebs.exe 198.63.208.35 vserv.cifnet.com. trojan - 14585 &
.co Stopmeagency.free.fr B . . .
2016/03/08_10:58 /9UjBn76b5. exe 212.27.63.112 persoll2-gs.free.fr. trojan skolaric@online.net 12322 [ 1
2016/03/08_10:51 izzy-cars.nl/9ujBn76b5.exe 46.235.47.134 srvD47134.webreus.nl.  trojan - 34233 ==

2016/03/07_21:39 softworksbd.com/73tgbf334 59.152.100.158 - trojan Locky - 63969



https://www.malwaredomainlist.com/mdl.php

Public Feeds

 Bothet
» https://zeustracker.abuse.ch/monitor.php

ZeuS Tracker :: Monitor

Below is a list of all Zeus C&Cs as well as Fake URLs which are currently known toe Zeus Tracker. You can browse the Zeus Tracker to get a list of Zeus C&Cs
and FakeURLs for a specified country or AS, Additionally, Zeus Tracker provides a feature which allows to filter the ZeuS C&Cs for specified nameservers,
level, status and many more.

Each ZeuS C&C or FakeURL is tagged with a fevel. The level indicates which kind of IP the Host is hosted on. Here is an overview about the levels and its
meaning:

Level 3 Free hosting service
Level 4 Unknown

Additionally, every host is at least in one of the following category:

# Hosts which are tagged a=s are ZeuS Command&Control servers
# Hosts which are tagged a=s are referenced by ZeuS as FakeURLs

You can also search the ZeuS Tracker for domains, IPs, urls, MD5 hashes or FakeURLs:

search

Browse: ZeusS BinarvlURLs | Zeus ConfigURLs | Zeus Dropzones

Malware family filter: Zeus | Ice I¥ | Citadel | KINS

Set a filter for the list below: Remowe filter (Show all) | online Zeus hosts | offline Zeus hosts | Zeus hosts with files online | order by lastupdated

Filter C&C server tagged with level: Level 1 (Bulletproof] | L Level 2 (Hijacked (Hijacked sites | Leveld (Free webhosting) | Level 4 (Unknown) | Level 5 (FastFlux hosted

) Subscribe this list via RSS feed

_-__-___-__
2016-03-11 VMZeusS outthere.com 205.234.197.147 2 EECHE D R as23352 [

2016-03-04 VMZeus 162.223.94.56 162.223.94.56 4 unknown [[NEIN EEESEEEE 5 AS19084 -

2016-02-20 VMZeus fulsexhikaveleriorg 185.51.186.107 2 ENISCEE IS Wotiist=a [ asscss:  [EEEEEEEE
2016-02-09 VMZeus 95.211.153.134 95.211.153.134 4 unknown feEist=al = asscovsi -

2016-01-03 ZeuS  www.demexsoft.com 55.182.101.221 2 ENCHIE G = .-::0s: S
2015-09-13 VMZeuS wayufilm.com 119.50.120.2 S EEHEEEEEEE = - -0 R
2014-11-15 ZeuS  championbft.com  104.207.130.93 4 RGN GOEEDY = asx047: DR
2014-10-30 ZeuS  hotelavalon.org 104.207.130.93 4 e D NGEEEEY = acoosy:  EEEIEENEH
2014-05-29 Citadel www.loongweed.com 202.142.215.15 2 GTEEEEEE = -« S



https://zeustracker.abuse.ch/monitor.php

 Data feeds provided to non-profit organisation or specific
community such as CSIRT

 Shadow Server

o https://lwww.shadowserver.org/wiki/pmwiki.php/Involve/GetReportsOnYourNetwor
Kk

 Team Cymru
o http://lwww.team-cymru.org/CSIRT-AP.html



https://www.shadowserver.org/wiki/pmwiki.php/Involve/GetReportsOnYourNetwork
http://www.team-cymru.org/CSIRT-AP.html

Public Feeds

CRITICAL STACK // Feed Sensors Collections Client % Dustin Webber Help
Collections & word (44,180)
© Create New Collection Zeus Tracker: Domain Block List SSL Blacklist (SSLBL) SpyEye: Domain Block List

ZeusS Tracker tracks ZeuS
Command&Control servers (hosts) around

the world and provides you a domain- and a
© Add More Feeds IP-blocklist.

% My Feeds (4)

% MANAGE COLLECTION

(Z Edit This Collection + Subscribe

W Delete This Collection

Tinybanker / Tinba Zeus Tracker: Configs SpyEye: IP Block List

https://intel.criticalstack.com IF ORDER FEEDS

Bambenelk
Consulting
EET—

=0

Most Indicators

Most Subscribers

Recently Added

© A O

Recently Updated

Zeus Tracker: Binaries Zeus Tracker: Drop Zones Palevo: Domain Block List
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HoneyNet Platforms
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HoneyNet Platforms

Honeypot Research Network (HORNET) : HORNET Overview
HoneyNet Platform is a solution for cyber
threats monitoring through various

external sources. —— ;
X2 Detection engines 20 >_ Registered Sessions
vents 3818.464 @ Malicious Links

Active Sensors

System Status v Attack Overview v Attack Overview v

ITU-IND-52 ITU-CAN-53 ITU-JPN-54
-
—1
-

5217314118 5222833167 1373210




HoneyNet Platforms s1s seoas 1ss724

T-POT : Honeypot platform

http://dtag-dev-sec.github.io/
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MISP Open Source Threat Intelligence and Sharing Platform

Threat Sharing
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csirtgadgets.org/

Public Feeds/ Data

=

Private Feed/Data

Your.own dgt;dse%urce cantie Use Any public threatintel

CIF Server \

Pushed Daily FeedSAI— Using CIF clients

Perl
Browser Plugin
API

—

Mitigation Equipment
(dnsSinkHole,Firewall,IDS)
Users Querying indexed Feeds
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ban:

TABLE
©

source »
117.26.220.178
117.26.192.66
117.26.119.74
117.26.118.251
117.177.78.114
117.177.249.263
117.177.249.131
117.175.194.237

117.176.108.130

1.gareth.threat.dashboard

C €

4 source_info »
117.26.220.178
117.26.192.65
117.26.119.74
117.26.118.251
117.177.78.114
117.177.249.253
117.177.249.131
117.175.194.237

117.176.108.130

e & % x

< severity »
high
high
high
high
high
high
high
high

high

Collective Intelligence Framework (CIF)

MALICIOUS IPS

C ® Q Google

o & 4 x

200 to 300 of 500 avallable for paging

< country »
China
China
China
China
China
China
China
China

China

< country_code »
CN
CN
CN
CN
CN
CN
CN
CN

CN

Q

MALWARE DISTRUBTION

4 data_type »
botnet
botnet
botnet
botnet
botnet
botnet
botnet
botnet

botnet

>

1 feed_src

BlocklistDE_Botnet
BlockiistDE_Botnet
BlocklistDE_Botnet
BlocklistDE_Botnet
BlocklistDE_Botnet
BlocklistDE_Botnet
BlockiistDE_Botnet
BlocklistDE_Botnet

BlockiistDE_Botnet

e & % x



TheHive Project

ALT. ALERT
SOURCE

@ TheHive «—

CORTEX

®
."iiiiiiiiiiiIiiiiiiiiiiil' Analyzers

ABUSE FINDER VIRUSTOTAL PASSIVETOTAL MAXMIND
HIPPOCAMPE PHISHTANK OTXQUERY PHISHING INITIATIVE

DOMAINTOOLS URLCATEGORY FILEINFO

OUTLOOK
MSGPARSER




Example of Digital Forensic Tools
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Digital Forensic Tools

REMnux: A Linux Toolkit for Reverse-
Engineering and Analyzing Malware

WWLT MALWARE AND MEMORY FORENSICS
L) Y
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File Edit Jump Search \iew Debygger Options Windows Help

Digital Forensic Tools T T IS Y F1 R T TrTr il AT
&

Bom Mo v - = NX|[gt- 8- v SUKm- ¢ : ;¥ W A&¥ass
BRaae FB%S | FAA | P I Hodebugps v
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iy sub_401000 ) Stext: 0040106A
- . . . . . . - - : .
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] sub_40N485 © Ltext:0B4E11ED call _HcptFilter
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Line 1 of 36 < >
B Duiput window o
Compiling file 'C:\Program Files (x86)\IDa\idc\ida.ide’. ~

Execuring funcrion ‘main’

Compiling File 'C: P.—nqram Files (x86)%IDA\ide\onload, ide’

Executing function ‘OnLoad’
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https://www.hex-rays.com



Digital Forensic Tools

GHIDRA open source reverse engineering tool

o CodeBrowser: ZDNet Test:/Clipboard_manager.exe - %
File Edit Analysis Navigation Search Select Tools Window Help

He& = BRER|JIDULFREYE- @@ oo ([ /EIBG0BS R~ | @

Program Trees i 17 | X NREEA] 154 Decompile: FUN_00430f¢4 - (Cli... & o @~ x
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CODE 0043 22 t 3
DATA 004307d1 78 22 x 4
855 00430242 74 22 T °
idata 00430£d3 00 22 €
s 7
rdata v g
Program Tree x ] 9
[ Symbal Tree B | x undefined FUN_00430£d4 () L ‘
[Tl Imports undefined AL:1 <RETURN> 2 if (4
B0 Bports FUN_004305d4 KREF[1]:  FUN_C InitCommonControls () : WV Version Tracking — o x
: N | 3
7l Functions 00430£d4 53 EUSH _
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Digital Forensic Tools

Cuckoo Sandbox is a malware analysis system. cuc 00

https://cuckoosandbox.org/

VirusTotal is a free service that analyzes suspicious files "=

and URLs and facilitates the quick detection of viruses, ' > 0 a

worms, trojans, and all kinds of malware. .
https://www.virustotal.com/

malwrn

https://malwr.com/

Malwr : Automated Malware Analysis Sandboxes and Services

40



The Basic Services Offered by a CSIRT/SOC

National CIRT

A 4

A 4 A 4

Incident Response Awareness And

Consulting and Technical

Center Assistance Department C%@B;“;?Aﬁgg?n
SERVICE AREA INCIDENT MANAGEMENT ANALYSIS SITUAITON AWARENESS INFORMATION OUREACH AND
ASSURANCE COMMUNICATION

4 N 7 N N 4 N 4 N

= Incident handling - Sef:qrity Awareness

Service = Incident analysis _ ) * Development and _ Raising _
» Incident mitigation and = Artifact analysis curat!on of security = Risk Management = Knowledge Sharing

recovery Intelligence and Publications

Dissemination

N AN AN J - J - /
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Example of Security Assessment tools
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Security Assessment tools

KALI LINUX

www.kali.org
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Security Assessment tools

800 Nessus

[ «[» | [+ | hups://172.20.10.60/ ¢ | (@ Google

admin | Help | About |

Policies epol

@® Add POliCy Families

AlX Local Security Checks

(X NN NXN] [N

DB2 8 < Fix Pack 17 Multiple Vulnerabilities

Backdoors DB2 8.1 <Fix Pack 18 Multiple Vulnerabilities

General
CGl abuses DB2 9.1 <Fix Pack 6 Multiple Vulnerabilities
Credentials

CGl abuses : XS8 DB2 9.1 <Fix Pack 7 Multiple Vulnerabilities

Plugins CISCO DB2 9.1 <Fix Pack 8 Multiple Vulnerabilities

CentOS Local Security Checks DB2 9.5 < Fix Pack 2 Multiple Vulnerabilities
DNS DB2 < & Fix Pack 7a Multiple Vulnerabilities
Databases DB2 < 8.1 FixPak 12 EXCSAT Long MGRLVLLS Mg

Debian Local Security Checks DB2Z < 8.1 FixPak 13 CONMNECT Processing Unspe|

U
g
U
g
U
g
U
O
U
U

Default Unix Accounts DB2 < 8.1 FixPak 14 Multiple Vulnerabilities

Plugin Description
DB2 9.1 < Fix Pack 6 Multiple Vulnerabilities

Synopsis
The remote database server is affected by multiple issues.

According to its version, the installation of DB2 9.1 on the remote
host is affected by one or more of the following issues :

Enabled Families: 42  Enabled Plugins: 31443 Enable All Disable All

Cancel Back

https://www.tenable.com/

Nessus

vulnerability scanner

Zlzmap

OPEN SOURCE WEB APPLICATION VU

& VEGA

BETA RELEASE

RABILITY SCANNER, PROXY AND PLATFORM
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=8 1. user tainted only | RBEY TR Al server-side M| scan files user input

path / file: difcipher3ftimeclockl ™ subdirs windows R DS
rregey: [N | scorch stats  functions A

CodeViewer - D:\cipher3itimeclock\work_functions.php

B SQL Injection

= | Userinput reaches sensi (Blind exploitatior

nysql_cuery (s
system

start FROM timeclock WHERE employee=

ct_into_database 16 = ck - Dat rrort,"Can't get the id of the las

regquires: == A systen ($resu - :l{

L er - time clock - Error","The project you hay
working™) ¢ ' '

Userinput is passed through function parameters.

insert project into database (5 F ['projec

requires:

rips-scanner.sourceforge.net/
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The Basic Services Offered by a CSIRT/SOC

National CIRT

A 4

A 4 A 4

Incident Response Awareness And

Consulting and Technical

Center Assistance Department C%rgg;l}l_?rlﬁ(aag?n
SERVICE AREA INCIDENT MANAGEMENT ANALYSIS SITUAITON AWARENESS INFORMATION OUREACH AND
ASSURANCE COMMUNICATION

4 N 7 N N 4 N 4 )

= Incident handling = Se_cgrity Awareness

Service = Incident analysis _ ) * Development and _ Raising _
» Incident mitigation and = Artifact analysis curat!on of security = Risk Management = Knowledge Sharing

recovery Intelligence and Publications

Dissemination

N AN AN J - ) - )
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Example of Alerts, Warnings and Announcements Tools
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Alerts, Warnings and Announcements Tools

phplist - main admin page

main page
configure
help

logout| abaut

Setup phplist

Check Database structure

View the eventlog

configure phplist

Configure Attributes

list

Configure Subscribe pages

List the current lists

List all Users

Reconcile the user database

import

Import Users

export

https://www.phplist.com/

Export Users

lists

send a message
users

Manage Users
subscribe pages

messages

templates
process queue
process bounces
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) Alerts, Warnings and Announcements Tools

Taranis architecture

Tracking, analyzing and
describing threats and
vulnerabilities

Ul / Authorization Framework “ag

-

HIIPR)

ear

https://www.ncsc.nl/incident-response/taranis.html
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