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The Basic Services Offered by a CSIRT/SOC

SERVICE AREA

Service

CSIRT

Incident Response 
Center

Consulting and Technical 
Assistance Department

Awareness And 
Communication 

Department

INCIDENT MANAGEMENT

▪ Incident handling
▪ Incident analysis 
▪ Incident mitigation and 

recovery

ANALYSIS

▪ Artifact analysis

SITUAITON AWARENESS

▪ Development and 
curation of security 
Intelligence 

INFORMATION 
ASSURANCE

▪ Risk Management

OUREACH AND 
COMMUNICATION

▪ Security Awareness 
Raising

▪ Knowledge Sharing 
and Publications 
Dissemination



Incident Response Center



Request Tracker for Incident Response (RTIR)

• https://www.bestpractical.com/rtir

• Purposely-built for CSIRT 

• Developed in cooperation with many security teams to ensure it meets the needs of incident response. 

Alerting and Reporting 

https://www.bestpractical.com/rtir


Open Technology Real Services (OTRS)

• http://www.otrs.com/software

• The Flexible Open Source Service Management Software

Dashboard
Tickets

Alerting and Reporting 

http://www.otrs.com/software


osTicket

• http://osticket.com

Custom fields

Rich HTML

Ticket filters
Auto responder

Alerting and Reporting 

http://osticket.com/


CSIRT Portal

• Focal point where people will go and look for information on the 
CSIRT

• The portal will facilitate the distribution of information to the 
constituents.

• It will display latest security news, vulnerability news, advisories, 
etc.

Alerting and Reporting 



Incident Response Center
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Active Monitoring 

Data base

Events gathering unit

Synchronization server

Update server

Firewall    VPN

correlation units

ISP

Ministries

Health
Transport

Energy

Financial 
Institutions
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https://github.com/Snorby

Active Monitoring 



www.graylog.org

Active Monitoring 
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Passive Monitoring 
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Passive Monitoring 
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Passive Monitoring 



Incident Response Center



https://amtrckr.info/
https://www.circl.lu/doc/misp/feed-osint/
http://www.botvrij.eu/data/feed-osint/
https://feeds.inthreat.com/osint/misp/
https://zeustracker.abuse.ch/ 
https://ransomwaretracker.abuse.ch/feeds/csv/ 
https://rules.emergingthreats.net/blockrules/compromised-ips.txt
https://panwdbl.appspot.com/lists/mdl.txt
http://cybercrime-tracker.net/
https://www.badips.com/
https://lists.blocklist.de/lists/all.txt

http://danger.rulez.sk/index.php/bruteforceblocker/
http://www.senderbase.org
http://www.malwaredomains.com 
https://feodotracker.abuse.ch/ 
https://hosts-file.net/rss.asp
http://malc0de.com/rss/
http://www.malwaredomainlist.com/mdlcsv.php
http://www.malwaredomainlist.com/updatescsv.php
http://www.nothink.org/
https://otx.alienvault.com/
http://vxvault.net/ViriList.php
http://www.urlvir.com/
https://www.autoshun.org/
https://www.normshield.com/ 
http://data.netlab.360.com/mirai-c2/ 
http://data.netlab.360.com/feeds/dga/dga.txt 
http://www.ipspamlist.com/public_feeds.csv

Malwares infections, C&C servers , malicious IPS

Public Feeds



• http://map.norsecorp.com/#/

• https://intel.malwaretech.com/pewpew.html

Public Feeds

http://map.norsecorp.com/#/
https://intel.malwaretech.com/pewpew.html




• Web defacement
• http://www.zone-h.org/archive/special=1

Public Feeds

http://www.zone-h.org/archive/special=1


Public Feeds

• Phishing
• https://www.phishtank.com/asn_search.php

https://www.phishtank.com/asn_search.php


• Malware
• https://www.malwaredomainlist.com/mdl.php

Public Feeds

https://www.malwaredomainlist.com/mdl.php


• Botnet
• https://zeustracker.abuse.ch/monitor.php

Public Feeds

https://zeustracker.abuse.ch/monitor.php


Semi-Public Feeds

• Data feeds provided to non-profit organisation or specific 
community such as CSIRT
• Shadow Server

o https://www.shadowserver.org/wiki/pmwiki.php/Involve/GetReportsOnYourNetwor
k

• Team Cymru
o http://www.team-cymru.org/CSIRT-AP.html

https://www.shadowserver.org/wiki/pmwiki.php/Involve/GetReportsOnYourNetwork
http://www.team-cymru.org/CSIRT-AP.html
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https://intel.criticalstack.com

Public Feeds



Incident Response Center
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HoneyNet Platforms



Honeypot Research Network (HORNET) : 
HoneyNet Platform is a solution for cyber 
threats monitoring through various 
external sources. 

HoneyNet Platforms



T-POT : Honeypot platform

http://dtag-dev-sec.github.io/

HoneyNet Platforms



Incident Response Center



MISP  Open Source Threat Intelligence and Sharing Platform



Collective Intelligence Framework (CIF)
csirtgadgets.org/



Collective Intelligence Framework (CIF)



Collective Intelligence Framework (CIF)



TheHive Project
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Example of Digital Forensic Tools 
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REMnux: A Linux Toolkit for Reverse-
Engineering and Analyzing Malware

MALWARE AND MEMORY FORENSICS

Digital Forensic Tools 
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The Interactive Disassembler (IDA)

Digital Forensic Tools 

https://www.hex-rays.com



39

GHIDRA open source reverse engineering tool

Digital Forensic Tools 
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Digital Forensic Tools 

Cuckoo Sandbox is a malware analysis system.

VirusTotal is a free service that analyzes suspicious files 
and URLs and facilitates the quick detection of viruses, 
worms, trojans, and all kinds of malware.

Malwr : Automated Malware Analysis Sandboxes and Services

https://malwr.com/

https://www.virustotal.com/

https://cuckoosandbox.org/
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SERVICE AREA

Service

National CIRT

Incident Response 
Center

Consulting and Technical 
Assistance Department

Awareness And 
Communication 

Department

INCIDENT MANAGEMENT

▪ Incident handling
▪ Incident analysis 
▪ Incident mitigation and 

recovery

ANALYSIS

▪ Artifact analysis

SITUAITON AWARENESS

▪ Development and 
curation of security 
Intelligence 

INFORMATION 
ASSURANCE

▪ Risk Management

OUREACH AND 
COMMUNICATION

▪ Security Awareness 
Raising

▪ Knowledge Sharing 
and Publications 
Dissemination

The Basic Services Offered by a CSIRT/SOC
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Example of Security Assessment tools
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Security Assessment tools

www.kali.org
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Security Assessment tools

https://www.tenable.com/
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static code analysis

rips-scanner.sourceforge.net/
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SERVICE AREA

Service

National CIRT

Incident Response 
Center

Consulting and Technical 
Assistance Department

Awareness And 
Communication 

Department

INCIDENT MANAGEMENT

▪ Incident handling
▪ Incident analysis 
▪ Incident mitigation and 

recovery

ANALYSIS

▪ Artifact analysis

SITUAITON AWARENESS
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Intelligence 

INFORMATION 
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▪ Risk Management
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The Basic Services Offered by a CSIRT/SOC
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Example of Alerts, Warnings and Announcements Tools
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https://www.phplist.com/

Alerts, Warnings and Announcements Tools
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Tracking, analyzing and 

describing threats and 

vulnerabilities

https://www.ncsc.nl/incident-response/taranis.html

Alerts, Warnings and Announcements Tools


