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The sessions and related specific topics will be defined in consultation with the country before the mission.

The below is an indication of the main areas to be addressed during the assessment phase.

Day 1

3 June 2019

9.00-9.30 Welcoming remarks
9:30-11.15 ITU Workshop | — Building national cyber resilience and protecting critical
information infrastructure, Role of National CIRT
11.15-11:30 Coffee Break
11.30-12.45 ITU Workshop | — Building national cyber resilience and protecting critical
information infrastructure, Role of National CIRT
12:45 -14:00 Lunch
14.00 - 15.30 CMM - OCSC & GCSCC Oxford ITU Workshop | — Building national
Meeting 1: International Cooperation cyber resilience and protecting critical
information infrastructure, Role of
National CIRT
15:30 — 15:45 Coffee break
15.45-17.00 ITU Workshop | — Building national cyber resilience and protecting critical

information infrastructure, Role of National CIRT

Day 2

4 June 2019

Enforcement

9:30-11.00 CMM - OCSC & GCSCC Oxford CSIRT/CERT Cooperation and Capacity
Meeting 2: Emergency responders Building

11.00-11:15 Coffee Break

11:15-13.00 CMM - OCSC & GCSCC Oxford CSIRT/CERT Cooperation and Capacity
Meeting 3: Critical National Building
Infrastructure (Government)

13:00 - 14:00 Lunch

14:00 - 15:30 CMM - OCSC & GCSCC Oxford Tabletop Exercises: Cyber Crisis
Meeting 4: Higher education, Civil Management
Society Groups, and Internet
Governance Representatives

15:30-15:45 Coffee break

Tabletop Exercises: Cyber Crisis
Management
CMM — OCSC & GCSCC Oxford
15.45-17.00 Meeting 5: Criminal Justice and Law




Day 3

5 June 2019

9:30-11.00 CMM — OCSC & GCSCC Oxford ITU training
Meeting 6: Critical National Lab 1 : Incident handling environment for
Infrastructure (Private sector) CIRT

11.00-11:15 Coffee Break Coffee Break

11.15-12.45 CMM — OCSC & GCSCC Oxford ITU training
Meeting 7: Private Sector and Lab 2: Network management and monitoring
Business

12:45-14:00 Lunch Lunch

14:00 - 15:30 CMM - OCSC & GCSCC Oxford ITU training
Meeting 8: Legislators and Policy Lab 3 : Cyber Threat Intelligence
Owners

15:30 - 15:45 Coffee Break Coffee Break

15:45-17:00 CMM — OCSC & GCSCC Oxford ITU CIRT Assessment

Meeting 9: Government
Ministries

Day 4

6 June 2019

-Digital Forensic Exercise-

9:30-11.00 CMM - OCSC & GCSCC Oxford ITU CIRT Assessment
Meeting 10: Cyber Task Force/
Cybersecurity Policy Review Team
11.00-11:15 Coffee Break Coffee Break
11.15-12.45 CMM — OCSC & GCSCC Oxford ITU CIRT Assessment
Meeting 11: National Computer
Security Incident Response Team
(CERT/CSIRT) and partners
12:45 —14:00 Lunch Lunch
14:00 - 15:30 CMM - OCSC & GCSCC Oxford ITU CIRT Assessment
Meeting 12: Defence and
Intelligence Community
15:30-15:45 Coffee Break Coffee Break
15:45 - 16:45 CMM - OCSC & GCSCC Oxford ITU CIRT Assessment

Concluding Session: Discussion
on next steps.




16:45- 17:00 Closing Ceremony

- 17U

- 0csc

- UNRC

- NICTA

Day 5
7 June 2019
9:30-11.00 ITU CIRT Assessment
(close meeting)

11.00-11:15 Coffee Break Coffee Break
11.15-12.45 ITU CIRT Assessment

(close meeting )

12:45-13:30 Briefing




